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Decision/action requested

Take into account discussion for decision on question and agreement in companion contribution S3-171398. Approve pCR to TR 33.899 v110.
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Rationale
See Rationale part of companion contribution S3-171398 on “Question and agreement on granularity of anchor key binding to serving network” for an extended discussion.
The pCR to TR 33.899 proposed below intends to capture the issue discusssed in this companion contribution – although in abbreviated form - so that it does not get lost, because it is an issue that needs to be solved in phase 1 as part of the solutions for the authentication framework. 
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pCR

*******************START OF PCR*******************************************
5.2.3.1
 Key Issue #2.1 Authentication framework

5.2.3.1.1
Key issue details

Editor's note: There are various citations of requirements in SA1 TRs. As SA1 is currently working on TS 22.261 [80] to capture the normative 5G requirements it needs to be checked whether the cited requirements in SA1 TRs are carried over to TS 22.261.

The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861 [3], 22.891 [7], 22.862 [4]. 22.863 [13]. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.

The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.

This key issue addresses the following general aspects:

- provision of a common framework for mandatory-to-use primary authentication between the UE and the network defined in 3GPP specifications (3GPP network for short)

- provision of a common framework for optional-to-use secondary authentication between the UE and an external data network (DN) possibly run by a 3rd party. 

1) NOTE: An interface between the 3GPP network and the DN is defined in 3GPP specifications, but the DN itself is not. 

2) NOTE: SA2’s TS 23.501 [74], v011, clause 5.6.6 contains the following: "The user may be authenticated by the DN... Such DN authentication and/or authorization takes place for the purpose of PDU session authorization in addition to: -
The 5GC access authentication handled by AMF and described in clause 5.2.1… The UE provides over NAS SM information required to support user authentication by the DN."

3) NOTE: A form of secondary authentication between the UE and an external DN has already been defined for previous generations of mobile networks for the purpose of providing access control to the DNs, cf. 3GPP TS 29.061 [81]. 

NOTE: The authentication framework is to enable a secure secondary authentication, but it should be noted that the security for the secondary authentication also depends on the choice of the authentication method by the external DN. The establishment of mutual trust between a 3GPP network operator and a 3rd party  running an external Data Network is outside the scope of 5G security specifications, in line with the handling of trust establishment in specifications for earlier generations of mobile networks. 

Since NexGen network is supposed to meet different use cases such as broadband access, massive IoT, mission critical tasks, an authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. 

The present key issue is assumed to start from the observations in TR 23.799 [2] and TR 22.864 [6]. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. It appears that NextGen system intends to minimize the dependencies between access and core networks allowing more flexible evolvement of both. Even though the CN needs to be aware of different characteristics, and security properties of the ANs, the goal is to develop the AN-CN interface towards more unified handling of different accesses. This is reflected in the conclusions of TR 23.799: 

"Minimize access and core network dependencies by specifying a converged access-agnostic core with a common AN - CN interface which integrates different 3GPP and non-3GPP access types." [2, clause 8.12.1]

In the first normative release of NextGen, the untrusted non-3GPP access will not have an independent AAA infrastructure as it has in EPC. In particular, there is no direct Diameter based connection from the non-3GPP access site to the 3GPP AAA server but instead, the authentication messages are carried over the NAS protocol [2, clause 8.8.2]. Furthermore, UE connected to the core network over 3GPP access and non-3GPP access is served by a single AMF [2, clause 8.4]. Figure 5.2.3.1.1-1 demonstrates the architectural assumption. It seems that there will be two instances of NG1. However, it does not necessarily mean that the SEAF serving these two instances of NG1 could not use a single master key as demonstrated e.g. in solution #3.4. The master key created over 3GPP access could be used to derivate keys for non-3GPP access, and vice versa. 
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Figure 5.2.3.1.1-1: Simplified NextGen architecture for control plane over 3GPP access and standalone untrusted non-3GPP access 

Granularity of anchor key binding to serving network:

The granularity of binding the anchor key to the serving network is determined by the structure of the input parameters to the derivation of the anchor key from the key resulting from the authentication and key agreement. The term ‘serving network name’ is used for this set of input parameters. Deriving the anchor key from the key agreed in the authentication and key agreement protocol may occur in more than one stage, as shown by the example of EAP-AKA’. It is important that the serving network name forms input to at least one stage of the derivation of the anchor key.

In 4G, the VPLMN identity is used for EPS AKA, and access network type is used for EAP-AKA’, but in 5G a harmonized solution is required. Furthermore, using only a string denoting the access network type, e.g. ‘WLAN’ or, by extension to 5G, e.g. ‘NR’ (for 5G New Radio), with EAP-AKA’ would not be adequate to provide binding of the anchor key to a serving network. 

The evaluation of solutions for the authentication framework should take into account the following criteria

•
Security: 

•
Possibility of a common transport for a variety of authentication methods: 

•
Efficiency: 

•
Interworking: 

Ease of handovers and idle mode mobility within NextGen and with other RATs

•
Migration 

Backward compatibility to LTE: 

•
3GPP control over possible enhancements of authentication method used over 3GPP-defined access network
•
Granularity of anchor key binding to serving network for primary authentication
5.2.3.1.2
Security threats 

Weak authentication could cause the resource of operators to be misused or overloaded.
Without binding the anchor key to a serving network identity, the UE can be misled about the network that serves it. Without binding serving network authentication to mobile network generation, authentication vectors compromised in 5G could be re-used in 4G, and vice versa. 

5.2.3.1.3
Potential security requirements

-
The authentication framework shall be protected against misuse and overload.

· The authentication framework shall support use primary authentication between the UE and the 3GPP network. 

· The authentication framework shall support optional-to-use secondary authentication between the UE and an external data network. The choice of the secondary authentication method shall be transparent to the 3GPP network and shall not weaken the security of the 3GPP network. If used the secondary authentication shall be run independently of the primary authentication, but after the completion of primary authentication. 

· The authentication framework shall support authentication for communication over a variety of access networks providing access to the 5G core, including access networks not defined by 3GPP, e.g. fixed or WLAN access networks.

Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.

A NextGen authentication framework should take into account the following potential requirements from TR 22.864 [6]:

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."

1) NOTE: SA2 has decided to consider only 3GPP-defined access and untrusted non-3GPP access in 5G phase 1.

"The NextGen system shall be able to support:

-
Authentication to access NextGen network through a non-3GPP access using 3GPP credentials."

A NextGen authentication framework should take into account the following potential requirements from TR 23.799 [2]:

"Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses."
"Authentication mechanism include 3GPP authentication mechanisms for the NextGen RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP."
-
The authentication framework shall support EAP framework for non-3GPP accesses. 

Editor’s Note: EAP methods are FFS.  

The serving network name used as input to the derivation of the anchor key shall include at least the VPLMN identity and an indication of the mobile network generation. 
*******************END OF PCR*******************************************
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